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The Insurance Policy 

 
 How is your supply 
chain risk being Insured 
under your Cyber 
Insurance cover? 

 
What to look for? 
 Cover ( Data Liability 
and Contingent Business 
Interruption) 
 Policy Triggers 
 Definitions 
 Exclusions 
 Insurance Application 
 
 Be aware of new 

implication of regulatory 
investigations 

 

 

Key Messages 

Supply chain is the combination of the ecosystem of resources needed to design, 

manufacture and distribute a product. In cybersecurity, a supply chain includes 

hardware and software, cloud or local storage and distribution mechanisms. Source 

ENISA 

 

Contingent Business Interruption Event - arising from the unavailability of the: 

Named/ Unnamed Suppliers  

 

Computer System; means any information technology, operational technology or 

communication systems owned, operated, controlled, licensed or leased by the 

Insured or by  the Named Unnamed Suppliers. 

  

Unnamed Supplier means any Outsourcer that supply information technology 

systems, telecommunications systems or the hosting of business critical software or 

applications, or perform data storage or processing services on behalf of the 

Insured, Provided that the Insured can demonstrate: 

a. such services are performed under a written contract; 

b. the Insured retains the right to audit such services; and 

c. that they have vetted them for competency, financial stability and integrity prior to 

their retention.  

  

Named Supplier means the organisation(s) named in the Policy Schedule 



How  can the Cyber Policy be triggered? 

 
 
 

Cyber Contingent Business Interruption Event means: 

a. Unauthorised Access; 

b. Human error in, or unexpected technical failure of, the 

Insured’s Computer System; 

c. Damage to or loss of data; or 

d. A legally binding order from a regulator causing the 

unavailability of the Insured’s Computer System in response 

to a Data Liability Event or a Network Security Event 

e. Voluntary shutdown 
  

 

 

 

Key Messages 

Challenges and General Approach by Insurers 

 Most supply chain attacks vectors remain unknown 

 Accidental errors 

 Cascade effect with damaging impact - Aggregation 

issues 

 Lack of understanding 

 

Urgent need for Supply Chain/ third 

party risk robust security and resilience 

 

Key Message 



General approach by Insurers & response to the 
growing risk 

 
 
 

 

 

  
 

 

 

Exclusions 

1. Critical Infrastructure: Satellite failures; electrical or 

mechanical failures and/or interruption including, but not limited 

to, electrical disturbance, spike, brownout, or blackout; and 

outages to electricity, gas, water, telephone, cable, other 

infrastructure, internet access or telecommunications services, 

including any Domain Name System (“DNS”) Top-Level Domain 

or DNS Root Zone service; o, any telecommunications 

infrastructure or internet infrastructure, unless such Loss is in 

respect of telecommunications or internet infrastructure 

under the Insured’s direct operational control and which is 

a result of a Network Compromise. This carve back does not 

include any nationwide telecommunication infrastructure failure 

or Public Utilities failure, regardless of operational control;  

2. claims by related entities;  

3. legacy system or unsupported assets 



General approach by Insurers & response to the growing risk 

 
 
  

 

  
 

 

 

Risk Management Conditions 

1. MFA Warranties; 

2. Ransomware protection conditions - Applicable to the Insured and to their 

suppliers 

 

a. 100% MFA deployment including remote working, privileged access, 

and AD 

b. Use Admin disabling tools to support Identity and PAM 

c. PAM solution with MFA deployed for 100% of privilege users 

d. Advanced EDR Solution rolled out on 100% of end points and servers 

e. Comprehensive and robust Back-ups which include the implementation 

and Enforcement of offline/ disconnected back-ups or cloud back-ups 

managed through a PAM solution with MFA 

f. Legacy systems effective mitigation controls and monitoring 

  



APPENDIX 



Insurance Submission – Supply Chain Risk 

 Updated Incident response plant tested in the last 6 

month that at least cover: 

o who your suppliers are and those are classify 

o There is classification of assets and information 

shared with suppliers 

o Segregation, Lateral movements security, formal 

plans addressing Third Party isolation and 

compensatory controls to be deployed in the event of 

an actual or suspected supply chain event 

o Details of how the IRP deals with third parties’ 
exposure and assessment at the wake of an event 

 Access Management controls Including Remote access 

best practices security 

 there is a Tested Business continuity management with 

suppliers that  identifies potential threats to an 

organisation and the impact it might have on their  

business operations.   

 You are Joined up with the Government and other leading 

defence and security companies and Industries bodies to 

use collective expertise in defending against the threat of 

supplier failure or to notify in a hotline incidents.   

  

 You have a due diligence process to assess the vendors’ security 
posture such as SAS70, CICA Section 5970, BITS, PCI 

compliance, do you request the supplier’s own   SOC 2 Type II 

report or otherwise AND  There is formal assessment for the 

supplier selection and the security risks associated with suppliers. 

 Suppliers  are being monitored AND audited to ensure they have 

the ability to meet the requirements of cybersecurity best 

practices over the life of the project or relationship with  mitigation 

actions, regular reviews and an appropriate reporting structure to 

ensure compliance. 

 You also  have a formal process in place to verify that the 

services are being performed as dictated by the vendors contract. 

 You have contractual controls with the vendors which include 

indemnification provisions as a result of a security failure, system 

availability or loss of confidential information (including legal and 

regulatory compliance). 

 Requirements, where appropriate , for suppliers to have Cyber 

Insurance.  

 Mandatory notification of cybersecurity incidents and collaboration 

with regulators, official bodies, law enforcement when and as 

needed. 



Insurance Submission – Supply Chain Risk 

 What is your vulnerability management process, what’s your 

approach to critical patching and how you are ensuring 100% 

compliance. 

 How are you then managing third party vulnerabilities? Such 

as Microsoft Exchange, Solarwinds, Codecov, Kaseya, 

log4shell, log4j :  

  

  Have you at any time run or  Do you currently run a version 

of  vulnerabilities recently disclose? Does the insured use the 

affected software/outsource to the affected MSP/have any 

other exposure to the reported attack? 

 If so, what measures have you taken upon the recent critical 

alert, potential breach or recent incidents?   

 What measures have you taken to investigate any potential 

malicious activity in your system and any compromised of your 

AD?  

 has the insured searched for IOC’s (indicators of compromise) 

in their network/applications/ or data? 

  Has the insured suffered any negative impact (financial or 

otherwise) either directly or indirectly as the result of the 

attack?  Can you confirm that there is no evidence of 

malicious activity as a result of this vulnerability on your 

system,  and or your AD has not been compromised?  

 

 Has the insured followed the advice provided by the 

affected IT provider and any advice provided by 

governmental bodies such as the NCSC, CISA or 

equivalent, including but not limited to, immediate 

emergency measures, patching, conducting forensic 

triage activities for at least six months, have taken 

action to comply with hardening requirements, and 

can the insured provide details of other remedial 

actions?  

 If not, why not? 

  Also, with regards to critical vendors and Third Party 

Vulnerabilities: 

a. if  critical vendors are indeed contractually required 

to notify the insured about any cyber incidents (e.g., 

SolarWinds, Microsoft Exchange, Kaseya, 

log4shell)? Has the insured received any such 

notifications?  

b. Has it been determined if any critical vendors use 

any affected versions?  If yes: … have they been 
surveyed and has the impact been verified?    

c.  is there any sensitive data at risk?  

d.  affected versions ? and/or they’ve patched?  
e. IOCs (indicators of compromise)?  



 
 

Thank you 


