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Setting the Scene
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− International Standards Organisation (ISO)

− British Standards Institute (BSI)

− Types of Standards

Type 1

Standards

Type 2

Standards

Type 3

Standards

Products Processes Principles

Technical specifications Management systems
Set out values and 

principles

Better products Better business processes Better business potential
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Journey of an ISO Standard
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Proposal Stage: 
New Work Item 

Proposal 
(NWIP)

Preparatory 
Stage: Working 
Draft(s) (WD) 

Committee 
Stage: 

Committee 
Drafts(s) (CD)

Enquiry Stage: 
Draft 

International 
Standard (DIS)

Approval Stage: 
Final Draft 

International 
Standard (FDIS)

Publication 
Stage: ISO 
Standard

3 to 4 years
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Key Principle of Standards Development – Consensus
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As general agreement, characterized by the absence of sustained opposition to substantial issues by 

any important part of the concerned interests and by a process that involves taking into account the 

views of all parties concerned, and to reconcile any conflicting arguments. An important outcome of this 

definition is that consensus need not imply unanimity.”
[Source: ISO/IEC Guide 2]
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What is Risk
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“Risk is the           of                   on                 .”
[Source: ISO 31000]

− Potential events

− Probability x Severity 

effect uncertainty objectives
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General Risk Management Standard (1) – COSO ERM
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General Risk Management Standard (2) - ISO 31000
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ISO 31022 – Background 
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− First “child” of parent (where parent = ISO 31000)
− Proposal was submitted by the Chinese Standards Body in August 2015

− Purpose:

• define the concept of the legal risk and its management

• provide practical guidelines for organisations to manage and respond to legal risk

• provide practical guidelines for organisations to integrate legal risk management into their strategic 

risk management practices

• improve corporate governance

• improve compliance

− Not intended to be a substitute for legal guidance

− Used across all sectors and organisations

− Not just for lawyers
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Key Definitions (1)

− Legal Risk

• risk related to legal, regulatory and 

contractual matters and from non-

contractual rights and obligations

• Notes to definition

− contractual risk 

− non-contractual rights risk 

− non-contractual obligations risk 

− Risk (from ISO 31000:2018)

• effect of uncertainty on objectives

• Notes to definition

− an effect is a deviation from the expected. It 

can be positive, negative or both, and can 

address, create or result in opportunities and 

threats

− objectives can have different aspects and 

categories and can be applied at different levels

10
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Key Definitions (2)

− Laws

• System of rules which a country or 

community recognises as regulating its 

individuals and organisations

• Notes

− laws may include any statute, regulation, by-law, 

ordinance or subordinate legislation

− common law or case law

− codified law

− any binding court order, judgment or decree

− any applicable industry code, policy, in each 

case enforceable by law

11
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Principles of Legal Risk Management
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Integrated

Structured 

and 

comprehensive

Customised

InclusiveDynamic

Best available 

information

Human 

and cultural 

factors

Continual 

improvement

Value 

creation 

and 

protection
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Legal Risk Management Process
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Establishing the Context of Managing Legal Risk

− External context of legal risks

• relevant laws and their changes

• any acts or omissions of third parties 

• applicable international agreements, 

memorandums of understanding

• third-party actions or claims

− Internal context of legal risks

• organisational financial health 

• motivational methods to improve 

stakeholder performance in respect of 

laws and deter unfavourable acts and 

omissions

• past experience and history of significant 

legal disputes

• protection of assets that the organisation 

owns

• contractual commitments

14
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Defining the Legal Risk Criteria (1)
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− Should reflect the objectives, values, resources, preferences and tolerance of overall risk 

management 

− When determining the legal risk criteria, factors to consider:

• organisational objectives and priorities

• overall governance

• allocation of accountabilities for management of legal risk in the organisation

• the principles adopted to determine the significance of legal risks

• status of methodologies for management of legal risk

• stakeholders’ acceptance of legal risks or tolerance of risk level
• how the likelihood and consequences of legal risk will be defined and measured
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Defining the Legal Risk Criteria (2)

− The definition of legal risk criteria is 

process-driven

• legal risks are characterised and then 

measured

• may be quantified as tolerable, reduced, 

mitigated, eliminated or completely avoided

− Narrow definition of legal risk criteria may 

have the unintended result of isolation 

and operation of silos 

16
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Assessment of Legal Risk

− Participation of an appropriate subject 

matter experts, including legal counsel 

(internal and external)

− Familiarity with ISO 31010 Risk 

Management – Risk assessment techniques

− Building on ISO 31000, ISO 31010 

documents and highlight risk assessment 

measures that could be applied for the 

management of legal risk situations

17
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Identification of Legal Risk
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− Comprehensively, systematically and accurately described 

− Review of relevant and latest information

− An organisation may identify legal risk related to:

• its organisational objectives and priorities

• its governance and ethics structures

• its stakeholders

• the misinterpretation of the laws

• responsibilities and accountabilities for managing legal risks after their occurrence

• the application of specific laws and also conflict of laws or private international law

• case law and common law

− Example of a legal risk identification method is set out in Annex A.
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Annex A: Example of a LRIM 
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Parameter Category 1 Category 2 Category 3 Category 4 Category 5 Category 6

Legal risk  Typologies Unpredictability

Non-compliance 

with applicable 

law

Breach of 

contract 

Infringement of 

rights 

Omission in 

exercising 

rights 

Improper 

choice 

Business activity 1 

Business activity 2 

Business activity 3 etc. 
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Analysis of Legal Risk
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− Analysis of the likelihood of events related to legal risk

• the range of laws along with enforcement practices by the relevant regulatory authorities

• the frequency and number of the activities occurring within a certain period

− Analysis of the consequences of events related to legal risks

• the types of consequences including the different types of losses and benefits (financial and non-

financial)

• the significance of the consequences and stakeholders' reactions to such consequences

− Legal risks and other risks may arise jointly and transform into each other under certain 

conditions
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Evaluation of Legal Risk
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− Comparing the results of various risk analysis with its risk criteria and then prioritising those 

legal risks

− Should help decision makers to consider various legal risk treatment options

− Consider the following:

• wider environment of the organisation including the perception of internal and external 

stakeholders

• organisational objectives, priorities and risk management policy

• organisational and stakeholder values, morals and ethics

• cyber attacks and cyber threats

• attitude to risk and tolerance levels which help form the strategy followed

• the organisation’s risk profile



15 February 2022 CMS London

Treatment of Legal Risk
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− Strategies implemented by an organisation to deal with its legal risks

− Strategies include risk aversion, risk reduction, risk sharing, and risk acceptance

− Consider the following:

• organisational risk management policy, strategic objectives, core values, ethics and legal 

responsibility of the organisation

• organisation's objectives, resources, risk preferences and tolerance

• cost benefit analysis of responding to legal risks

• stakeholders’ perception and their values, attitude to risk and tolerance levels as well as their 
preference on certain legal risk treatment strategies

• availability and allocation of resources needed to manage the risk

• legal review (including scope and depth) of contractual commitments and limiting risk contractually 

where applicable to provide legal opinion

• level of risk awareness and maturity level within the organisation
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Evaluation of the Current Practices for Treatment of Legal Risk 

− Evaluation of the current practices for 

treatment of the legal risk should be 

taken to:

• understand the appropriateness of the 

option

• provide support for developing the 

treatment plan for legal risk

− Consider the following when assessing 

the status of the treatment of legal risk:

• the allocation of specialised resources 

such as internal and external legal 

counsel and experts

• the views and opinions of the internal and 

external legal counsel and experts

23
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Development and Implementation of Risk Treatment Plan

Implementing a legal risk plan may require the 

following:

− policy and processes

− standard operating practices (SOPs)

− techniques and technology 

− information

− training

24
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Communication, consultation and learning
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Timely manner with 
the relevant 

stakeholders at each 
stage 

Different values, 
perspectives and 

focuses

Legal risk 
preferences are 

likely to be different

Learnings need to 
be implemented
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Monitoring and Review 
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− Awareness of changes in the 

environment

− Monitor events triggered by legal risk

− Compare progress with the risk treatment 

plan

− Report on the progress

− Organisations should:

• consider an early warning system

• monitor and review outcomes 

• review the plan periodically to seek 

assurance on its adequacy
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Recording and reporting
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Legal professional 
privilege, attorney-
client privilege and 

work product

Data destruction and 
retention policies in 

accordance with 
data protection laws

Audit (internal or 
external) readiness

Chain of evidence
Confidentiality and 
security measures
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Implementation of the Management of Legal Risk
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− Embedded within the organisation

− Roles and functions for the management of legal risk

• assignment of overall responsibility

• allocation of responsibilities

• identify and define common terms 

• provision of advisory services, training, and consultation

• communication

• coordination with business units

• assessment of the status of organisational resources 

• establishing communication channels between internal and external legal resources and law 

enforcement bodies

• enforcement
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Awareness of Legal Risk

29

Organisations should promote awareness of legal risk
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Annexures
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Example of a legal risk identification matrix (LRIM)A

Example of the legal risk registerB

Estimating the likelihood of an event related to legal riskC

Estimating the consequences of events related to legal riskD

Key clauses to consider when reviewing contractsE
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Annex B: Example of a Legal Risk Register
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Part I: An example of legal risk register

Part II: Legal advice received, quantitative/qualitative analysis and board recommendation

Operational 

activities

Legal risk 

category

Legal risk event 

identified (dates, 

occurrences)

Applicable 

relevant Laws

Legal 

consequences

Past cases Opinion of 

internal / 

in-house legal 

teams

Opinion of 

external legal 

advisor

Recommended 

solution

Opinion of internal / 

in-house legal team

Opinion of external legal 

advisors

Quantitative analysis of legal 

risk problem

Qualitative analysis of legal 

risk problem

Recommended resolution 

given to board of directors 

and Date
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Annex C: Example for Estimating the Likelihood of Events Related to Legal Risk
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Assessing likelihood of legal risk:

− Step 1: Can a risk event occur? If yes, with what degree of certainty?

− Step 2: Has the risk event legal consequences? If yes, what scale of legal consequences from 

1-5 will it have?

• 1 = minor = no or little likely regulatory or monetary consequences

• 5 = significant = enterprise-threatening regulatory or monetary consequences

Example: assessing the legal risk regarding the effectiveness of policies and procedures:

5 4 3 2 1

The effectiveness of policies 

and procedures as set through 

internal controls

Policies and procedures for 

internal controls are non-

existent.

Policies and procedures for 

internal controls are not 

implemented.

Policies and procedures for 

internal controls are 

incomplete.

Policies and procedures for 

internal controls are 

insufficiently implemented.

Policies and procedures for 

internal controls are more likely 

than not complete.

Policies and procedures for 

internal controls are more likely 

than not implemented.

Policies and procedures for 

internal controls are complete. 

Policies and procedures for 

internal controls are 

implemented.

Policies and procedures for internal 

controls are well designed.

Policies and procedures for internal 

controls are fully implemented and 

reviewed regularly to ensure that 

they remain robust and appropriate 

to the changing needs of the 

organization.



15 February 2022 CMS London

Challenges
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Mode of operation 
– consensus

Drafting by 
committee

Interplay with 
compliance 

Ensuring the 
widest audience 

possible
Not mandatory

Different legal 
systems
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Next Steps
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Use and implement 
ISO 31022

Provide feedback 
(positive and 

negative)

Promote use of 

ISO 31022
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Questions?
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